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(54) SECURITY SYSTEM HAVING REINFORCED PROTECTION FUNCTION FOR INTERNAL RESOURCES IN 
NETWORKS AND OPERATING METHOD THEREOF 

(57) Abstract: 



An FTP proxy, receiving an FTP service access 
request for an external network from an internal 

network user, determines whether the user has the authority to access the external network(ST1 1 ). If the 
access authority for the external network is authenticated for the user, the user attempts access to an FTP 
server(ST13). In case that the internal network user attempts access to the FTP server with an anonymous 
account, access is granted to him without any special access control operation. However, in the case that 
the user attempts access with a specific account, the FTP proxy confirms whether it is an access request 
from a client granted to the specific account and executes access control(ST1 5). 
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PURPOSE: A security system having a reinforced 
protection function for internal resources in networks 
and an operating method thereof are provided to 
monitor and trace an external leakage of internal 
resources as an FTP(File Transfer Protocol) proxy 
monitors internal clients FTP service usage status 
and executes real-time monitoring for the copy 
storage and transmission information of the data 
being transmitted to the external. CONSTITUTION: 
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a. a a v^^. ig-^S) J^cHl t^hI^ FTP H^H7> tfl-f #2M«?im#S| FTP °l-§-€^ #*1*H ^ A l# 2-M 



"J *fl *1 



* S.*$B\^£- ^--g-i cfl^- * 

11 : 12 : FTP = §H 13 : f-eH^e 

14 : FTP *W 15 : S^M SL^ 

\'\ hj si >a-*n?!- n n j 

t^o] 7 |-£<g :i ^^21 #efl7l-& 

* Jitt7lv4l 4*1 (Internet) f-2] £^ iflS^H^ 3^3tt MI^ 
3H<HW FTP H^W (File Transfer Protocol Proxy) 7 r #eH<?lBl-2] FTP ol-g-*H|~§- #Al«H Ml 

#Al*Kn. ^ 5tf£4 £ MlH^3 D oHl^1 M)W€2) a^i^oi 7< j-s^ ja.^*] ^ a ^-g^^H ^^l^f. 

fe- ^r-n-f-Tfl ?-n-£l^ ^^l&rS il^^^B] ^4. ^S}- go] jpjs] 7.}^} cfl$ Ji«>7) 

AJ-71 £H SAjsl Hfsj. 7^0) MlE^ H u o v^. i 4) « nVo_ S « iJJf-'Jo.S.S) tfl£ *>^7l^# ^it^^S ^ 

q*H? U-Sr«j (1)4; Will* W WW (1)21 Sl^-fr FTP -H^ (3)3. 34*rfe 4^?l|2j #eH*m(2) 
2r; A <M 4^71121 #BH <?iJ=(2)2) ^A^f- ^-g-SH *r<8*Rr FTP >H»H (3)S. ^€3-. 



°aiV2j o.s. 2]-?-° 0 Hl cflsH FTP -HHlil- ^l^sffe Ml^o 1 -^ ig-^-rt (1)^)^ FTP H§H 7 > t 1 ^ 5 ! 0 ! Si^. A o v 7] 
FTP HSJ-A17V cfl*l ^^5.^1- 21^2] #^0)01^ ( 2 )ofl cfl^ °J^<H^1- €4. ^, M|-¥- 

^1^32] 4^ «HWM°fl cfltb 4-g-^>2l ^SAt 1 * ^^r^H ^^r€ 4-§-*Ki*l 0 >\d^ll- iflSfl 
3121 34f*]-§. <^^-# ^^*H Mi-^ «H«»lE|i- ais}^ 7i^# ^«s*>7|| ^cf. 4eH H J-SF^2] ftp h^i^. 



W^CD^fe- -S-§-H5.a^ e^o) (Gateway) ej- H o v ^^ A oHl H^ll^l ^^flsH, € 

m (Packet Filtering) *2] 4€ ji^l^ c ^6\ Ajs§£4. A>-g-*j- ojf^H]2j ^-f °J* A 1«H &els]^ 
^£$4 (Text Type) 3 Jfli^SM- ^s]-§- ifl£4|Hf- 4I*H, 3e*H3 **fl# *1*1)2) 4* 3 if- 

7^2 ^^-g- ^ ^m^-^t £3 W. °H 9j*4 £££ **flfe #^)^E (2 )olJ7 7jj^|^ M)^-°Vo] 

FTP ^(3) 71- £4. 



neM $1^2] 4-§-*r7} FTP *lHl£f- ^1*314 srrr °tife- U"^^ (l)^MH FTP S^H *j^4 

<H D >?1 * FTP A i«l (3)5. 3*r*Ml £4. cfo). (1) oj 7 ) - ^ NAT (Network Address Tran 

slator)!- ol-g-t ^-f ^ A r-§-7H FTP H^lf. 7j*|*] ^jl 43. 21^21 FTP A 1*H * Si4. 

44 ?1^^o) FTP H§Hb ^e]aj^S.^ *>42l ^^t£t 7 r *l*l , ?>, f-eH o.^ FTP A W3)2l- FTP 
# $ FTP H^^lSr #efololE (2 )^H1 T^SIfe ~ 7flS] ^^t£f 5>7fl £4. <>H FTP = SMfe A^^f. o.^ 
$ 4-8-*H ^fl?b 4-8-4 <?!*-§- 3§M ^l^alSr «4W*1 "r*8*MI A o v 7l ^^H7 r **fl(2) 

4FTPS4 A I Aj-o] °} o.e|^ 3^ = 0)4. 

D J-^, 4-§-4 'il^'Hl ^sflSr?fl 3^ FTPS4 A H1 2)«H #33 ^^iiHS] ^**KH € IZbIjI 

°J*°fl #33 33^ = 7} ^S]^, >M-g-;*Rf ^*4aL7 r FTP *\*\ (3H cfltJ: & 

FTP = §M2l if 3 -I- -1-4^^*1 FTP = §H2r ^Jjxfl (3)*VS] #33 ^^o] o|=.<^^7fl £4. 6 1 

nfl A J"7l fle^||<H *4*|-*1 33 #Hf°l < ?lE(2)5]-FTPS^| 4c|2] ^o] 44^4. 

ILeU °l^tt £^ ^ A r-§-7f2l FTP = 4 A HI 34^ sa^JiS.^ 71S.S14. FTP H§H7V 7144 

b 3.^3 iUr 4-g-4 ID, #^3 51 434 IP ^i, f K A 14, ^^r^l* f-^H, A o v 7l ^H^iUr 

^^■8- °1-¥-t- ^^^M Ml-f ^>€^r iL^*>^ 7l*6i -s.^014. 4^ vflJf- A^><fl «1«H ^>€°1 ^-^ 
S. 7>^«H| nflsHr Jt^7l*ol ^a} o>s Si Si 4. 

4^.2. 7 a V A ]5l-7l ^1*> 7l*£l ^^Al 3. «-4 7 ]- 7J51^ ^ -§- JL^}°] FTP H^A]^ ^0> 7 ]^ qjJjL 

A>-§-7>ji4^ 2l-¥- ^r-g-^21 ^5 #7fl7l*# ^^1^.3 2j-§-SrSl7l ufl^^], tflJf A>-g-*>7} FTP «l-§-«H Ml 

SlJf-S -B-#^l7l^ ^"Hl t|« s-t^ iLi^fi^ ^1 ^l^^l SiSi c d 

6l^n;<l- 4b '1 *] A- 4 

6 H1 ^ It^-B: A o v 7l4 ^ ^3 *\}# Ml^-i- «H4i5r7l 2fl6i£ « e Vl g£l ^-^^ ^ ifll^lalM 

^^£)^ xfl^f i|I^|a^ FTP =^M7 r vfl^- #efolo}E§6| FXP ol-g-^%-1: ^40^ vl^-ofl^ SJ^-e. 

3*3 ^ c-11o|e121 ^-A^ 7i^j- 53 3^ iL 3 ^aItV SMEI^I: ^«S^S.^, vH^-^Sl fil^-B-^-i- ^A14J7 
t * Si£4 ?L> MlB^H^^i ^.3171*01 #3^ iLo_ H V4 -2 ^-g-^^ ^ 5J4. 



A o v 7l4 3-3* ^ A ^l-7l ^1«H €■ ^°fl 2)?> MlB^a D 0 HlAi tfl^-7}^£) Jt±7l*6l Tj-j^s] ji^Alfe, 51^- 

D o v -°-S.^-Ei ufl^-nj-o.s.21 ^e^.^1 cfltb W7l** 4dtai *^*l-b Ml-^ D o 1 -- 0 -^ J f N si-?-^^^ 

7-1 ^-4^. FTP S3-a14 ; aj-71 ftp neJ-AlS] <y^-g- #0} B]^S] FTP 4^21- 
^ 4*7112] #4°l?i^2r; imytWt Ml^- D o v 2l #4°1 < ?1S21 ^*^.^# *-§-*H 4* dl^elsl *^4b 
4*71121 FTP A 1«14; A 0 v 7l FTP H^ A l2l *^14°i A l^ e 5 5&3l^7l- * Sii4 #^§rb H4 A l 

ftp S^-aisi ^^cflo)^ 4 A r^^ <HMe)^l3. ?^«H ««1^ 4°J4ii^4; A o v 7l FTP H^l 

2] 3*Cl)olEloJ| ^ ai^4^ cflolElUflol^S. 6l^-<H^^ n 7l#2j ^^J 0.3. e>4. 



^7)5)- £ l^oj] 2]*V t1]E »j 3 o H |^ £LiL7l^ol 7j%Q &-g- 

u o v 1l£, 214 ^n|ofl cfltt ^e^ttS] <i}^-§- ^WS. ^-B^SH °J^€ A l-§-*}7> 2]-?- A^a] 

^*Rr ^T^; ^71 1 #31 ^ ^ A]-§-xV2l ^<Hf- 4^*M A <M «33<H7> cflojE^ Al^ ^t}^ 
a13£ Hl 0 l&l^-§- *H>-*Kr *)|2 #3121-; ^71 ^A]1V ^^<H7f ^Aj-g- 5.^5^ ^oj^ 

a}^ £e]AH|7fl #7] ^.H^iLf" 3^*Hr ^|3 #7il2f; *1|2 #3H)Ai ^Aj^ ^o^V cflolE^ £ 

£r HH<M S^^l ^ ^4<i^ ^ 4^- ^r^*l-jl. ^°\7\ 5^1 £13 a^^o, ^ 



°1*K ^712}- X-11E o| 3 uVo)|A-j ^4^21 ^.^7]^ol 7 0 V5j-£) iLOV^l ^ H ^r-g-H 0 ^2l 71 #3] AHH 14^. AjA| 

°H1 2l7i 4 t^S] ^ ^ ^o-i- av^|§] A| ^^cf. 

34 £ 21^ a>aH1 3 -§-3 4 44^21 £44 £3^1 a^ 3)-°^ ^ *1 ^M]3lf-£ 



tb^7)^-|- A1^^ ^S^Hr H o^^(ll)34; vfl4nJ-.05.JfEi 2] 4 D 0 V -°-3.2l ^-B-S-tHI tflth. 0 J^ 0 ^f- 

Jl. ^3 4-§-^>7> S)W^ *i^Hr 444 1i A o v 7l iH|o)El s}-^^ SLf - FTP 

= (12)^; Aj-7] FTP ^a) (12)21 «y^# 2}-?- D o v 3 FTP a^ (14)^ cflolE^ 4=r7fl2l f-^o] 

FTP A^ (14)$]-; Aj-71 FTP H gJ- A | (12)2] S-H^Jii- ^AJ§H ^r&I^V^l- oj^f- ^ t^sffe 5^a] 

S.MEUl5)^; ^7} FTP S5!-Al(i2)2] ^^cflo)Ei 44^# c^lEfl^H x 1^ v s|-^ 4 o a^l^^(16)4; A J" 

7] FXP hbj-a] (12)21 ^^cflolEHl &® SH^Jif - 'iWc tflolE|iH|«»l^(17)S. ^^cl". 



^71 £3°flA-l ^ ^ofl 211V « 0 v^2] ^a^*1- ^aHI^, vfl^-AV^-421 214 A i«H ^fltl: ^e^tb^l °J^# ^^^2, 
^HlAi <y^s) AV^-xV7f 21^ AiBHi ^^*>^- ^11 #?11(ST11~ST16)2V; Aj-71 ^1(ST11~ST1 

6 ) ^ Al~§-X}.2l ^^0]S. ^A)^ AV7| ig^Ol7l- CilolE^ ^5}^ ^ 6] ^ ^ ^ Si C-]]olE^# *] ^SV^- 

Afl2 #7ll(ST17-ST19)Sl-; ^- 7 | Afl2 #711 (ST17-ST19)°Ha^ ^^^^017} cflolE^ ^ai^. cflol 
E-| 3}£^*H Ay&x}7\ ^}^sV3j^ cfl^Eif- #$t\5L A 6 V 7 ] ?i^Sl^ 4^2] ^ ^ZL^iLf- ^ 

^•sH Al^efl ^el7l-ofl7ll a 6 V71 m <a-7jl(ST20~ST25)S]-; A 0 v 7l 42 #3) (ST17~ST19Ha1 

^Ajei-^^^7]. dlolEi^ S.$r clMEl <^}^ ^-f<Hlfe «ll^ ^'►Hl ^r^^U, 

#3. ^^^71- ^7]| Sl^ Ai a] 21-2] 3^-1- ^14 <a-7ll(ST26-ST27)5. ^€4. 



He]jL AJ-71 ^i|3 #7j|(ST20-ST25)o|lAi 214^. 3££lrr 4^2] 4^ ^ ^d^^^Sj a^v^ tfl-^^VoflA-l 2l4 0 o v ^ 
5. Ai^s]^ ^AjsH A o v 7l ^21 cDojE^ofl 44^-# ^Ali^j( 16)01 i ^^37 2l4 D o v ^-S 4°J-§- 
^1^5^ ^^-S-^-i- ti J:42i^.S. ^r^sl-^ #7l](ST31-ST34)2l-; ^7} #7fl (ST31 -ST34)°flAl 2|4 D o v ^-S.2l $}o)i] 

^71 ai^^^o!] c}]*!- ^jif. ^n^iLs.^1 ciioiE^ioi^^ ^^-5i-j7 A o v 7 | ^.a^Ji-t Al^EA^ 
a>7V <yA)t ^ ejes. ^^sV^ #7l|(ST35-ST36)5. ^^^14. 



£ iWl 3^ ^ItT yn^-S ^$]3-"M ^ OJ^ ^ O.^., Sl^H^ ufl^uVO.^0} ^e^ojf- 

^±3. ^sKr ^efl7l#4^ iM, MI-'r-'SHH Sl-^^LSl ^e^H$l- ^1 o] ^ #a1/** 4 

t 4 s 5M £4. 



^, Lfl^ D o v ^ 4 #^1^^.(13)7]- (1 1)^-3. 3£3. A <M1 FTP (12)1" ^4 , ^ U Z% 

l-eW^M (13)71- *1 FTP A i*| (14H ^^>IL^ *}$r ^-^l^r #^*} FTP H§H (12)^ <?if- ^ 7 n VA lf- 

i&JE^- Lfl^-lHlAl 21^^12] ^^Mt ^r*8t ^ 5^1 €4. ^^Ht 3*H FTP (12)£r 

ufla-oj.^ ^-al^ 4 iiE ( 13) o| FTP (H)^) d|^- ^e-S-^f- SiS7)- ££r 3 



^eT^l lilr Sl^^l FTP A i 4(14) *11 3^r*M FTP A 1 4 ± A <M1 A 1 #eH<yE (13) 

^ ^4^-7l| £4. neflAi #^l«?ie( 1 3)2|. ^h-oj-o^ FTP A i*H (14)3 olf-o^ ^Efl^Ai c-1|olEl 

^^ol oi -f-oH'S, FTP H§M (12) fe- 3^£l£r HMeiSl ^- A r£4 3 zj-^il-i *i ^4tr H^H £ 

M4(i5)£ 3**r?H €4. 



H^H FTP (14)51- -t^H <JlS(13)Tr ^ ^ (Control Connection)-!: FTP (Command) Sj- 

(Reply) J5L^tl:4. °] U 1I FTP ^^^^3 44 0 lHSl £415. ^^JL, 44 A irr ^^l 7}&9lz}% 

4 i^l-7l£ lief. A J-7lSf 13°H cntt 34&I21 ^slJl, A o v 7l -HI °]<>1 ^7H°J ^1 

441" ^^*l-7fl £4. 5&?h FTP A i4 (14)^ #4°l<?m (13)^2] t]]o]z\ q\o]z] %4-% ^-t}o] ol^;^ 

HI, JE^rr 0144^ 4 E J)Mel ^4 44. 



A J-7l *A*$*v #*1<*1 zl «-§-^* H4 7*11 3|-€ ^ ^14. 

£ t^l 2]# a o v, ?H4 Ml-?- ^r^Hr FTP =^ A 1 (12)tt FTP 4-§-*r# ^•°J*r7l 4tt °J^7l^-4 4 

A >-§-4t°l *]7 r ^ J:±E S «.Ei Al^^^Hl cfltl- 71^-4, ^^sl-fe 4<IH S. 7 J (log 

ging)7|^ °4 4V7I 3 7 J^5. ^ A J^ t-lHEWiofl ^^t}^ ^Al7l^ 71^- ^ ^^^HlTll A J"7l 

^ZL^^t ^^1^515. -f^l^ £4E^ 71^ ^4. 



^, Ml4 D o v 2l t^l^HdS)^^^ Sil^-oJ-oH cfltl-FTP A 1«l± ^^r^^t FTP ^^ A l(12)^ Ali^iflcHl 

-§-^r£ 711^ ^ ^^l£ ^A}f - f-sH 21-^-^ojl cfl A >^-4^ ^^tb4(STll). FTP ^^ A l 

(12)^ °J^1 7^^ 4-8-7.1-21 ^inHafl ^r^M ^4(ST12). ZL$*\ S]^M cfl 

® ^e^tH °J^€ A f-g-4°fl cfl^fl FTP H^i ( i2)7f #eiaj *i-§-5Wl £1^, Ml-¥- D o^ #4°l ( ?ls (13)^ 
FTP A 1«1 (14H ^^ A 1£§M1 €4(ST13). 



A o v 7HI A 1 anonymous ^1 SLS. FTP A 1 H (14) °fl 3^ A l£*Kr 7j^°flfe ^41- ^^1<H ^-^^l 

°1 ^^^^(STH), n^^-S. Sl^ D o v 3 FTP A ^(14)<H] ^^ A l£*^ ^^-^l^ A o v 7l 

°1] ^7^ §4 <) l < ?i^(13)5.^-E^ ^5-5.^9j^ll- ^<ysM ^^Ht ^^*W1 ^4(ST15). ZLHlHS. ^tt Til 

^ 4-8-7-V^ 9J^^ ^^ofl£ Sfl^- Tll^o)! Cfl^fl 5]7^ ^^I'S^dS) ^12121 Al^Efl^- ^.51-^ ^#Al£§V 

A Sl^, FTP^^ A l(12)fe- A je^Hl-^^5H #4°l^^(13)2l- FTP A i»3l (14)^21 t^* ^§V7fl Si 



tr 2°14(ST12). 



ILB] 3L Sl-ftfS) FTP *\») (14)°fl cfltb ^ 4-§-*>3 "S^S-T ^3°) anonymous S*l 4~§-*l" 0 J 3^51- 

^ ^1 ofl cflsH ^-^Mlrr *fl^^-g-^7}4-§-^°J #^1^(13)51- FTP ^1°! (14) ^2] # 

33 ol = o^^l4(ST16). FTP^«Kl4)°l] #^)^H(13)^ ^1 FTP a] M| (14)°il cfl*ll <|J^ 
$ ^2^1- At 1 * <r 5Ut11 £4. 



^7}o\]a] aJ-§-7} FTP =^Al (12)71- A>-g-*l-2] Tfl^ofl cfltb ^l^^H 34i" ^^*H 0 lf-<H^cf. H^IL 3^ 

^Hrr 4-§-4 f-^A| a 6 V 7 ] t|H^5. T SUfe 5^Hf- §-^4*1 * ^ S.——S- J r 

anonymous 31^5 Al£*Rr ^-f°fl^ FTP *^ A 1 (i 2 )<H] 2]$ ^±^E. ^3*1 

anonymous TlHJ^L FTP 4^°fl 3^SHr 4~8-*H ^ FTP 4^ (14)5.2] J^^-fr 

put SLtt mput 4<y£^ ^I2ltb 33<H ^-§-^4. 



4eH sjJfs. #£s]-7| m-s^s] Aj-^i-^ -E-s-si ?!:4. 4-§-*H cflt> 313-^ 

4^ tvcf ^, 4-§-^ ^l^A^ ^At 1 * ^ 5Urr Jl^hi- Ji^Hl- <>l-§-5Hr 4-§-^Hl 31 *W 

S]^2\ FTP A-jtH (14)°fl2] *]^-g- *1-g-5Hr FTP ^ul^f- °. i^E^ ^s.^ «1 jl# f- 

«H *M-2] 7j|^^5 cf^S] Aj-g-x^ A^l^f- ol-g-SHr 3# « 0 ^lt 4= £4. 



A o v 7l£j ^4^-5 ^-^-^^ FTP4a1(i4)°fl ^€ X^H^-FTP Aiul^£] 1-^1 <y e (13) ^m) -g-4§H,FTP H^- 
A l (12)fe A c v 7l #Hfoloi e (i3) 7 > FTP ^tH (14)5 3^Kr ^^<H1- *r4!*H (ST17) $7] ^€ 4 4 
€• S.Zt^J±Sl ^, FTP =sM(i2)fe- ^5)^ 1^<H7> cflolEl^ ^^°J TYPE 

^^^(STIS), cflolei^ ^i±-t nflaeli x-i^-si.T)] s|jl(ST19), ^^^^l- cfloiej ^ai^^oj stor <y ^ 

^-°flfe(ST20) Tfl^ol anonymous ^°JS>^1 €4(ST21). 



A o V 7l^ A i 4-§-^> anonymous ^l 1 ?!, FTP =^4 (12)*f t%o]z\ $^?§£ xf^M ^°]^7\ 

D o^5 ^^5]tt HM*MI ^4(ST22). US] JL A>-§-4 Tfl^o] anonymous 7V 2]-!f D 0 »-2] FTP 4^(14) 

5. ^ 34^ji(ST23) A J-7l ^i^s]^ cflojElf- ^ A is>^ 4^5) ^4^-# FTP H^ A 1 (i 2 )Sl s^H^ 

(16)^1 ^H v ^>2 cflo)Eii3flol^(i7)<Hl 714^1 ^4(ST24). cflol ElHfloliQy)^ 7|^-S]fe- 

jiS). 4aV^- 4^2] q%7$3.t- Al^tfloj 2j-e]xH|7ll£ ?1^5]<H FTP ^%°fl cflft ^^l^P 7 d Va 1 u A ^ 

*c|-(ST25). 



71 Af^-7>7f AV^O] #efolOlE ( 13 )^ jp ^ ± 40^0] ^^El^ FTP <M Ml (14)3 IP ^ 

^ 91 A l^, ^^l^^-dS)^^ FTP Aiul (14)6]] *i#sl^ 4<a^ ^ ^cfl^5, FTP 5.^" a] (12)a 0 V^] ^.7j (Loggin 
g)^ ^°J2] ^cfl^S.^ -§-°.5 <>lf-«H^^. ^lnfl ^l^^fe 44^- 3HJ21 ^+ FTP H^aI (12) a 0 H1 ^U v Sl7l 

nfl^oll ^^^1 7^ol e^Dj. a1^a 0 V ^i^s]^ 40^^ -1^1 oj^oj Jf7}5>^ ^-5-5 -H-^* 

s^-l- ^^Jf-^S.^ 71 ^1^^) ^.Al-a. 5l-^ 0 | cjol^7l (0verwrite)5 <?l*ll -fr^x: ^ WW T aI^. 



3LB]JL Sl^S] FTP^^(14)°fl 3^r€ ^^l^lH (13)71- c)HEi ^aIs} o]^^ ^^^e|f- 

^^FTP *^M(12)^r ^44 ^*}*1 ftjl. ^ FTP *M (14)5. 3^=1 <H W^E.* 

?b4(ST26). °liH$ A 44 f-^fl-fr S^Jrf- #43^-5 #4°l<a5 ( 13)S . 34=^ 

5^<>1 0 J QUIT7}°J333 FTP ^(14)4 ^##^°13S(13RV2l ^^o) =§^£c}(ST27). 



A o v 7HH 2l4 D o v °-5 #^£14 4U21 444 U A 5:2^5 ^34tt £4*11 H4€ FTP ^u] 

i°fl ^*Rr M|4 D o v 2] #44 ££(13)7} FTP (14)5 ^43£r 4°^ FTP =§H (12)7} (ST31) 
a 6 v 7 ] 4H-§- 4^^*11 42} 4*Mifl(16H €4(ST32). ^*ajo.S. 4^4°1lTr ASCII (A 

merican Standard Code for Information Interchange) % 4 EBCDIC (Extended Binary Coded Decimal Intercha 
ngecode)^ % 4 D l 4 (Image) % 4 $14. 



ojaj^ cflo|E^# ^4*H V 44 4 -8-*j#el 3] Jr^ f-l; aLBltV ^jojn}, #£3}<|H cfltb 314 3 3 3 

^44 *7}**>44 ^"71 171^ 37}4 4<U*§4 2) ^A 1 * #4 4U4 3* °fl4 7l43-°5 

is 4444 4#*r4| €4. 

A o v 7l2] 44-2.5 FTP (12) "HI S] 3" ^4144321 4 < H^4 , M 74*1 #4 t^S^, c fl 4 E 1 4 FTP 4 4 ( 

14)5 3^£4(ST33). 444 FTP H3"4 (12)4 #44 £5 (13)543 ^434 31447} 4 54441- 4°J44 
^4314^7} 5tf°-£(ST34) > A <M 4U*§*! , I 74*14 44 ^ o|o1e^ 3^441" #43-2-5 ==r*^Ml €4. 

11*114 £4 3|432l #£o) £5.5)4 #4445. (13)^4 El ^34 31447} £4 Sl4, FTP = 44 (i2)fe ^-71 
cflole] ^S^^S] s^iif. cflolEiBflo1^(i7)ofl ^^-^-cf(ST35). 3E$, SH^iLfe- ^44 £^4(15)3. 4^ 
5)4 £4^.2.54, &e]7.}7\ FTP 44i 4%-§- 4 A 14£5 #4/*4tt ^ 5i£4 t}4. 

4*13 £ t^^r W44 734 Ml54H A <M14 m4 D <K2.543 2l4<3-§; FTP 4 4 if- 4*1 1 FTP ««M 
1- 7344 4442) 4=r44-§r 7 S 34:H, 3)4 D <H14 2)4 D o v £5 445)4 3144 ^ a>71 014421 #44- £££ 
44 'SJt* ^W, ^liifl #3*1-3 FTP cflfb ^Al7 r 7V^S>£4 

ol#ofl*i ^ av^sj H^aj^. -gAioflf. 4 ^^3- ^ ^ A >-§-t ^ 5U4. 

t^^r A o V 7l ^«|t ^^SH ^-^^Tfl ^-§-t ^ 5fl£°l ^^W. A o V 7l 71^ ifl^ 5 F 7l 4*1^^ 

t>7)Hl 21^ ^«fl^lfe 4 fgS) ^^1- SWHr *VM4. 

°1 A <MH ^4 H>2r 2ltb MlH^3 D oH]^ M1W-S21 5^7l-^o) 7J%& 5.01^1 ^ n -g-§-^^, 

^S}^ 0 ! ^€ 1-115^13 A|i£fl<HlAi ^ ^7}7\ FTP fl-g-*M Lfl^Sl 21^-5 ^t A l 

3H1 tfltb 5°J-#5l7} #1^5l-^ c J ^efl7l#Sl -g-^-l: ^4*rIL, ^7>?1 A)-g.^Hl cfl«fl A 1 n i S]^ U M 

iA&Sl 4°1^5^ Ufl^-^S] 5°J-#El 71 %^ A 1?1^ £47r $14. 

neU f"4€ 7^1 ^-i" 7H jl 2l4 D cHl2l ^eo] «l7r^ 4-8-421 Tj-f MlY D oHl^ 2l4 D o V °5 4 
«^^| tflsi ^ 53.^51- 714§H 3r°J 0 l-§- ^%2l 7 a VAl/^ol 7l-^5ri FTP ^^1 cflt!- ^ A l# 3. 

HEl^°l 7^S>^4 ^ £41- 5Hr4. 

°1^^ ^^1^1 SMel^l- 4^^5*1 ufl-421 2145 -a-#£lfe 2# ajcil^ H o v 4* r Jl 44 A i^ 

^Al^o.5. 7^£1 «V^lf- ^ °j7fl sic}. 

(57) $=f-S[ 



1. 



file's- o-S^-El iflJf-'J cfl*V *dt3 j>S ^*8*Kr 

vfl-f^s.-?-^ file's- ^ei tH cfl^ °J^-¥-l- A l-§-47l- file's- is. 3£sHr cfloiEia] 

W g| ^ v 7| cfloiei aa^nt *WKf ftp =^14; 

A o v 7] FTP *4 A l2] <?1^ ^> S\^^ FTP ^Bj^ ^M^f- UL^-b 4^71)3 ^^l^H^; 
A o v 7l FTP =^12] «*«SO<>lEl 4 A >-g-§- 3M«M$1S. ff«H ^l^r Jfl-IH^ 3 *; 

^-71 ftp = «M2) ^c-i|oieh *14sHr c-jMihuim^s. 3# *fe tnmfla'S- 

^W&tW %™ -H^H ^fltt 3^3:21 °J^# ^r*5^Jl, A o v 7l<>fl^ ^5-^*H 4-§-47> Sl-f A i«H 

A d-7) ^| ^ ^-§-42) l^^l- A o V 7l ^^<H7l- fflolE^ 4^ 

# ^#SRr ^12 ^7j| 4; 

A o v 7) *|2 ^A)*V ^^<H7> cflolel £aJ-§- S.^t}^ ^ojg ^o)e^^^*H oj^sl A}~g-4Sj $}o]z)% % + 

^±s. #$*}3L ^7} #£s)±r fill <>1^ si 4 A >£ ^ 3.^3 J£# A l^ *3l^H>fl A o v 7| sa^ii-i &$*\r 

A o V 7l *H2 #?)HH ^A)?b ^^^71- HHB^ 43-2.^ cflolEi £A]^o| ^oflfe nj* 
41 ^*$*}3L, *§^o)7} 33 A 1^2l-2] *]^-§- *1]4 ^3)*Rr 2* *>*r L 1|B 

33 D <MH M|-¥-4€2l JiJl7l^ol Tj-^sl Jioj^joj ^hv^. 

^1 3^H] 5a<H A i, A V-§-^ °J^^4^, 

Ml-^ A l-g-42l 21^-A-l^oll c)]ev ^^o.^ a) Aj-g-^ 7fl^4^7l Tll^oi] sfl^^H ti|zf -f-sM ^■S-t!" A f-g-4 

^T 1 ^ 5. 

^1 3%H1 ^«l A l ^71 ^]3 ^l«>fl A i ^l^^fe ^2) ^ s.^^a.21 4^4^, 



6. 

el# "r^b FTP IP ^71 cflo)E] x]^a|2] ^ 3J FTP *\*\3. "fl^l^^V 




irl'd 2 




3 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
^TFADED TEXT OR DRAWING 
(^BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

P LINES OR MARKS ON ORIGINAL DOCUMENT 

v3 REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: . 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



